
 

 

 
 

 

USER GUIDE 



 

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  



  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  



  

  

  

  

  

  

  

  

  

  

  

 



 

 

/etc/udev/rules.d/50-minimoreph.rules

SUBSYSTEM=="usb", ATTRS{idVendor}=="2bbd", ATTRS{idProduct}=="00f3", 

MODE="0666" 

udevadm control --reload-rules && udevadm trigger



 

 

 

 



  

 
 
 

3.1.4.1 Logic, UART, I2S settings 



 

 

3.1.4.2 Audiopod settings 

3.1.4.3 Advanced settings 
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• 
• 

 

• 
• 

 

https://www.ietf.org/archive/id/draft-ietf-opsawg-pcap-03.html
https://www.ietf.org/archive/id/draft-ietf-opsawg-pcapng-01.html


• 
• 
• 

7.1.4.1 Link Key 

                            1                   2                   3   

        0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

    0 |                     block type = 0x80000200                   | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

    4 |                            length                             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

    8 |                              key                              | 

   12 |                                                               | 

   16 |                                                               | 

   20 |                                                               | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   24 |                             addr0                             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   28 |            addr0              |              addr1            | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   32 |                             addr1                             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   36 |  label length |               label (variable length)         | 

      +-+-+-+-+-+-+-+-+                                               / 

      /                                                               / 

      /                                                               / 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |                            length                             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 



7.1.4.2 Encrypted Advertising key 

                           1                   2                   3    

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1  

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

    0 |                     block type = 0x80000206                   | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

    4 |                            length                             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

    8 |                              key                              | 

   12 |                                                               | 

   16 |                                                               | 

   20 |                                                               | 

   24 |                                                               | 

   28 |                                                               | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   36 |  label length |               label (variable length)         | 

      +-+-+-+-+-+-+-+-+                                               / 

      /                                                               / 

      /                                                               / 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |                            length                             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 



7.1.4.3 Broadcast Code 

                           1                   2                   3    

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1  

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

    0 |                     block type = 0x80000207                   | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

    4 |                            length                             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

    8 |                              key                              | 

   12 |                                                               | 

   16 |                                                               | 

   20 |                                                               | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   36 |  label length |               label (variable length)         | 

      +-+-+-+-+-+-+-+-+                                               / 

      /                                                               / 

      /                                                               / 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |                            length                             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 



7.1.4.4 Log message 

timestamp

s_subtyp

s_typ

• 
• 
• 
• 
• 

                           1                   2                   3 

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

    0 |                     block type = 0x80000109                   | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

    4 |                            length                             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

    8 |                         timestamp MSB                         | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   12 |                         timestamp LSB                         | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   20 |                         message length                        | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

   36 |s_subtyp |s_typ|             message (variable length)         | 

      +-+-+-+-+-+-+-+-+                                               / 

      /                                                               / 

      /                                                               / 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

      |                            length                             | 

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 



 

 

 





 

 
 

 

• 
• 
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adb pull /data/misc/bluetooth
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https://www.pcre.org/current/doc/html/pcre2pattern.html
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CID  L2CAP Channel Identifier 

LAP  Classic Lower Address Part 

T_IFS_before  Measurement of T_IFS before this packet 

T_IFS_after  Measurement of T_IFS after this packet 

access_address  LE Access Address 

access_code  Access Address or LAP 

advA  Advertising Address sent in a particular advertising packet 

acked  Packet was acknowledged (bool) 

aux_pkt  The auxiliary advertising packet 

aux_pkt_window  The time window that should contain an auxiliary advertising 

packet 

broadcast_code  Broadcast code for encrypted BIG 

broadcast_id  Broadcast ID for BIG 

broadcast_name  Broadcast Name for BIG 

central.addr  Bluetooth address of the central device 

central.irk  Identity Resolving Key of the central device 

central.localnames  Discovered names of the central device 

central.vendor_names  Vendor(s) of the central device 

central_packet_count  Packet number from central in this LE connection event 

channel  RF channel of packet 

cie  CIE: Close Isochronous Event 

connection_handle  HCI Connection Handle 

cssn  CSSN: Control Subevent Sequence Number 

cstf  CSTF: Control Subevent Transmission Flag 

cl.ARQN  Classic ARQN 

cl.SEQN  Classic SEQN 

connectable  Advertising Event/Set is connectable (bool) 

crc  CRC of packet 

crc_valid  CRC passed (bool) 

CSIPS_info  Information regarding Coordinated Sets 

cte  LE packet has constant tone extension (bool) 

decrypted  Packet has been successfully decrypted (bool) 

delta_ref  Time delta to last selected packet 

device_summary  Information on sender and receiver 

directed  LE Advertising is a directed type 

duration  Packet time duration 

dukosi.crc  CRC 

dukosi.source_id  Source ID 



dukosi.message_type  Message Type 

emojis  A list of symbols concisely expressing essential packet stats 

encrypted  The packet was encrypted 

errors  Problems detected in this packet 

event_counter  LE connection event number or Classic clock 

frequency  RF frequency 

freq_error_ppm  RF frequency error (ppm) 

flow_packet  FLOW (packet-level) 

flow_payload  FLOW (payload-level) 

handles  ATT handles 

initA  Connection Initiator Address 

initiator.addr  CS Initiator Address 

is_ID  Packet was a Classic ID packet (bool) 

is_adv  Packet is LE advertising (bool) 

is_data  Packet is LE data (bool) 

is_empty  Packet has no payload (bool) 

is_isoc  Packet is isochronous (bool) 

is_test  LE Test packet (bool) 

llid  LLID 

local_name  Local name 

lt_addr  LT Address 

md  MD: More Data 

media_timestamp  AVDTP media timestamp 

modulation  PHY layer modulation scheme 

nacked  Packet was negatively acknowledged 

nesn  NESN: Next Expected Sequence Number 

npi  NPI: Null PDU Indicator 

payload_counters  Payload Counters 

payload_hex  Packet payload in hexadecimal format 

payload_length  Number of payload bytes (integer) 

payload_raw  Payload as raw bytes 

payload_summary  Beginning of payload 

peripheral.addr  Bluetooth address of the peripheral device 

peripheral.irk  Identity Resolving Key of the peripheral device 

peripheral.localnames  Discovered names of the peripheral device 

peripheral.vendor_names  Vendor(s) of the peripheral device 

peripheral_packet_count  Packet number from peripheral in this LE connection event 

pkt_no  Baseband packet index in the capture file 

pkt_type  Baseband packet type 

read_by_type_uuid  GATT read by type UUID 

receiver.addr  Bluetooth address of the receiver device 

receiver.irk  Identity Resolving Key of the receiver device 

receiver.localnames  Discovered names of the receiver device 

receiver.vendor_names  Vendor(s) of the receiver device 



rejected  Packet was rejected by receiver (bool) 

resolvable_set_id  Resolvable set ID of Coordinated Set member 

rssi  Received signal strength in dBm at Moreph 

scanA  Scanner Address 

scannable  LE Advertising is scannable (bool) 

sender.addr  Bluetooth address of the sender device 

sender.irk  Identity Resolving Key of the sender device 

sender.localnames  Discovered names of the sender device 

sender.vendor_names  Vendor(s) of the sender device 

service_uuid  GATT service UUID 

sn  SN: Sequence Number 

ssrc  AVDTP SSRC 

status  Packet status 

summary  Packet summary 

superior_pkts  The superior packets of this advertising packet 

sync_pkt  The SYNC packet pointed to by this advertising packet 

sync_pkt_window  The time window that should contain a SYNC packet 

sync_pointing_pkts  The advertising packets pointing to this SYNC packet 

targetA  The address this advertising packet is targetting 

throughput  Byte throughput rate 

time  Packet timestamp 

type  Kind of packet 



 

 

 
• struct bluespy_capture_options 

 
• typedef enum bluespy_error bluespy_error 

• typedef enum bluespy_log_level bluespy_log_level 

• typedef struct bluespy_capture_options bluespy_capture_options 

• typedef uint64_t bluespy_event_id 

Indentifier for an packet or higher layer event -1 means invalid Only use bluespy_event_ids returned by the 

API After bluespy_load_file or bluespy_capture all previous ids are invalid.  

 

 
• enum bluespy_error : uint32_t {  

• BLUESPY_NO_ERROR = 0,  

• BLUESPY_ERROR_NO_DEVICE, BLUESPY_ERROR_LICENCE,  

• BLUESPY_ERROR_NO_FILE,  

• BLUESPY_ERROR_CAPTURE_NOT_STARTED,  

• BLUESPY_ERROR_INVALID_PACKET } 

 

• enum bluespy_log_level : uint32_t {  

◦ BLUESPY_LOG_PASS = 0x00,  

◦ BLUESPY_LOG_WARN = 0x20,  

◦ BLUESPY_LOG_INFO = 0x40,  

◦ BLUESPY_LOG_DEBUG = 0x60,  

◦ BLUESPY_LOG_ERROR = 0x80 } 

 

 
• BLUESPY_API const char * bluespy_error_string (bluespy_error error) 

Get message for error.  

 

• BLUESPY_API void bluespy_init () 

Initialise bluespy, run once at start of program.  

 

• BLUESPY_API void bluespy_deinit () 

Clean up before program exits.  

 

• BLUESPY_API void bluespy_start_gui () 

Start a GUI instance.  

 

• BLUESPY_API bluespy_error bluespy_connect (uint32_t serial=-1) 

Connect to Moreph.  

 



• BLUESPY_API bluespy_error bluespy_disconnect () 

Disconnect from Moreph.  

 

• BLUESPY_API bluespy_error bluespy_add_log_message (bluespy_log_level level, const char *message, 

uint64_t ts) 

Adds a log message into the file.  

 

• BLUESPY_API bluespy_capture_options * bluespy_capture_options_alloc () 

Create a bluespy_capture_options struct.  

 

• BLUESPY_API void bluespy_capture_options_delete (bluespy_capture_options *opts) 

Delete a bluespy_capture_options struct.  

 

• BLUESPY_API bluespy_error bluespy_capture (const char *filename, bluespy_capture_options *opts) 

Start a capture.  

 

• BLUESPY_API bluespy_error bluespy_stop_capture () 

Stop a capture.  

 

• BLUESPY_API bluespy_error bluespy_load_file (const char *filename) 

Load a capture.  

 

• BLUESPY_API bluespy_error bluespy_close_file () 

Close current file.  

 

• BLUESPY_API uint32_t bluespy_packet_count (void) 

Number of baseband packets loaded.  

 

• BLUESPY_API bluespy_event_id bluespy_get_baseband (uint32_t index) 

Get a baseband packet.  

 

• BLUESPY_API bluespy_event_id bluespy_get_parent (bluespy_event_id event) 

Get higher layer packets.  

 

• BLUESPY_API const bluespy_event_id * bluespy_get_children (bluespy_event_id event, uint32_t *count) 

Get all lower layer packets.  

 

• BLUESPY_API const char * bluespy_query (bluespy_event_id event, const char *query) 

Query a packet.  

 

• BLUESPY_API int64_t bluespy_query_int (bluespy_event_id event, const char *query) 

Query a packet.  

 

• BLUESPY_API bool bluespy_query_bool (bluespy_event_id event, const char *query) 

Query a packet.  

 

• BLUESPY_API int bluespy_query_auto (bluespy_event_id event, const char *query, const char **s, int64_t 

*i, bool *b) 

Query a packet.  



 

• BLUESPY_API bluespy_error bluespy_add_link_key (const unsigned char *key, uint64_t addr0, uint64_t 

addr1) 

Add a link key for decryption.  

 

• BLUESPY_API void bluespy_add_IRK (const unsigned char *key, uint64_t *addr, uint64_t n_addresses) 

Add an IRK.  

 

 

blueSPY C API  

 

 

15.1.6.1 struct bluespy_capture_options 

15.1.6.1.1 Class Members: 

Valid spectrum periods in microseconds are: 5, 

10, 20, 50, 100, 200, 500, 1000, 2000, 5000, 

10000 0 to disable spectrum_  

 



15.1.7.1 BLUESPY_API void bluespy_add_IRK (const unsigned char * key, uint64_t * addr, 

uint64_t n_addresses) 

 

Add an IRK.  

 

15.1.7.1.1 Parameters 

The key should be added before loading/capturing, or you should load again afterwards.  

15.1.7.2 BLUESPY_API bluespy_error bluespy_add_link_key (const unsigned char * key, 

uint64_t addr0, uint64_t addr1) 

 

Add a link key for decryption.  

 

15.1.7.2.1 Parameters 

15.1.7.2.2 Returns 

Error code 

The link key should be added before loading/capturing, or you should load again 

afterwards.  

15.1.7.3 BLUESPY_API bluespy_error bluespy_add_log_message (bluespy_log_level level, 

const char * message, uint64_t ts) 

 

Adds a log message into the file.  

 

15.1.7.3.1 Parameters 

15.1.7.3.2 Returns 

Error code  



15.1.7.4 BLUESPY_API bluespy_error bluespy_capture (const char * filename, 

bluespy_capture_options * opts) 

 

Start a capture.  

 

15.1.7.4.1 Parameters 

15.1.7.4.2 Returns 

Error code  

15.1.7.5 BLUESPY_API bluespy_capture_options * bluespy_capture_options_alloc () 

 

Create a bluespy_capture_options struct.  

 

15.1.7.5.1 Returns 

New struct  

15.1.7.6 BLUESPY_API bluespy_error bluespy_close_file () 

 

Close current file.  

 

15.1.7.6.1 Returns 

Error code  

15.1.7.7 BLUESPY_API bluespy_error bluespy_connect (uint32_t serial = -1) 

 

Connect to Moreph.  

 

15.1.7.7.1 Parameters 

15.1.7.7.2 Returns 

Error code 

Connect by serial number, or first found on USB if serial == -1  

15.1.7.8 BLUESPY_API bluespy_error bluespy_disconnect () 

 

Disconnect from Moreph.  

 

15.1.7.8.1 Returns 

Error code  



15.1.7.9 BLUESPY_API const char * bluespy_error_string (bluespy_error error) 

 

Get message for error.  

 

15.1.7.9.1 Parameters 

15.1.7.9.2 Returns 

Internal pointer to null terminated string (do not free)  

15.1.7.10 BLUESPY_API bluespy_event_id bluespy_get_baseband (uint32_t index) 

 

Get a baseband packet.  

 

15.1.7.10.1 Parameters 

15.1.7.10.2 Returns 

Event ID  

15.1.7.11 BLUESPY_API const bluespy_event_id * bluespy_get_children (bluespy_event_id 

event, uint32_t * count) 

 

Get all lower layer packets.  

 

15.1.7.11.1 Parameters 

15.1.7.11.2 Returns 

Event ID array 

Returned child array is valid until next call, so take a copy  

15.1.7.12 BLUESPY_API bluespy_event_id bluespy_get_parent (bluespy_event_id event) 

 

Get higher layer packets.  

 

15.1.7.12.1 Parameters 

15.1.7.12.2 Returns 

Event ID  

15.1.7.13 BLUESPY_API bluespy_error bluespy_load_file (const char * filename) 

 



Load a capture.  

 

15.1.7.13.1 Parameters 

15.1.7.13.2 Returns 

Error code  

15.1.7.14 BLUESPY_API uint32_t bluespy_packet_count (void ) 

 

Number of baseband packets loaded.  

 

15.1.7.14.1 Returns 

N  

15.1.7.15 BLUESPY_API const char * bluespy_query (bluespy_event_id event, const char * 

query) 

 

Query a packet.  

 

15.1.7.15.1 Parameters 

15.1.7.15.2 Returns 

String result of a query 

Returned value is valid until next call, so take a copy  

15.1.7.16 BLUESPY_API int bluespy_query_auto (bluespy_event_id event, const char * query, 

const char ** s, int64_t * i, bool * b) 

 

Query a packet.  

 

15.1.7.16.1 Parameters 

15.1.7.16.2 Returns 

0 = None, 1 = str, 2 = int, 3 = bool 

Returned string value is valid until next call, so take a copy  



15.1.7.17 BLUESPY_API bool bluespy_query_bool (bluespy_event_id event, const char * query) 

 

Query a packet.  

 

15.1.7.17.1 Parameters 

15.1.7.17.2 Returns 

Bool result of a query  

15.1.7.18 BLUESPY_API int64_t bluespy_query_int (bluespy_event_id event, const char * query) 

 

Query a packet.  

 

15.1.7.18.1 Parameters 

15.1.7.18.2 Returns 

Integer result of a query  

15.1.7.19 BLUESPY_API void bluespy_start_gui () 

 

Start a GUI instance.  

The GUI exists in a background thread, this function returns immediately  

15.1.7.20 BLUESPY_API bluespy_error bluespy_stop_capture () 

 

Stop a capture.  

 

15.1.7.20.1 Returns 

Error code  

15.1.7.21  



 

len(packets) packets[0]

packets[0].summary

    import bluespy 

    from time import sleep 

 

    bluespy.connect(0x00010100) 

    bluespy.capture("example.pcapng", CL=True, LE=True) 

    sleep(20) 

    bluespy.stop_capture() 

    bluespy.disconnect() 

    print("Captured {} packets".format(len(bluespy.packets))) 

    bluespy.close_file() 

    import bluespy 

 

    bluespy.load_file("example.pcapng") 

    for p in bluespy.packets: 

        print(p.summary) 

    bluespy.close_file() 

 

 

• class bluespy.errorReturn type showing why an operation failed.  

• class bluespy.log_levelReturn log level.  

• class bluespy.BluespyErrorException showing why an operation failed.  

• class bluespy.event_idAn object referencing a loaded packet.  

• class bluespy.PacketsList-like object representing the currently loaded baseband packets.  



 

16.1.2.1 Public Member Functions 

• def get_error (self) 

Return the underlying error object.  

 

16.1.2.2 Detailed Description 

Exception showing why an operation failed.  



 

16.1.3.1 Public Member Functions 

• def __str__ (self) 

• def __repr__ (self) 

• def __bool__ (self) 

16.1.3.2 Public Attributes 

• value 

16.1.3.3 Detailed Description 

Return type showing why an operation failed.  

Evaluates to True if the operation succeeded, else False. str() and repr() give an error string, 

.value gives an error code.  



 

16.1.4.1 Public Member Functions 

• def __len__ (self) 

Current number of baseband packets captured.  

 

• def __getitem__ (self, i) 

Get an event_id for a packet.  

 

16.1.4.2 Detailed Description 

List-like object representing the currently loaded baseband packets.  

16.1.4.3 Member Function Documentation 

16.1.4.3.1 def bluespy.Packets.__getitem__ (  self,   i) 

 

Get an event_id for a packet.  

 

16.1.4.3.1.1 Parameters 

16.1.4.3.1.2 Returns 

: An event_id  



 

16.1.5.1 Public Member Functions 

• def __bool__ (self) 

Returns true if this is a valid packet.  

 

• def parent (self) 

Get the a higher layer packet that contains this one.  

 

• def children (self) 

Get all constituent packets of this packet.  

 

• def query (self, name) 

Get a query from this packet, and return it in its preferred form.  

 

• def __getattr__ (self, name) 

Access queries as attributes.  

 

• def query_str (self, name) 

Get a query from this packets, and return it as a string.  

 

• def query_int (self, name) 

Get a query from this packets, and return it as an integer if possible.  

 

• def query_bool (self, name) 

Get a query from this packets, and return it as a bool if possible.  

 

16.1.5.2 Detailed Description 

An object referencing a loaded packet.  

Do not make your own, only get these from the 'packets' object. After running close_file(), do 

not call any methods on any existing event_id objects. 

Any query (see the documentation or Help->Query List in the GUI) can be accessed as an 

attribute on this object  

16.1.5.3 Member Function Documentation 

16.1.5.3.1 def bluespy.event_id.children (  self) 

 

Get all constituent packets of this packet.  

e.g. if this is an L2CAP packet 



16.1.5.3.1.1 Returns 

: List of event_ids  

16.1.5.3.2 def bluespy.event_id.parent (  self) 

 

Get the a higher layer packet that contains this one.  

e.g. if this is a baseband data packet get the L2CAP packet it is part of. 

16.1.5.3.2.1 Returns 

: event_id  

16.1.5.3.3 def bluespy.event_id.query (  self,   name) 

 

Get a query from this packet, and return it in its preferred form.  

 

16.1.5.3.3.1 Parameters 

16.1.5.3.3.2 Returns 

: A string, int or bool depending on the query  

16.1.5.3.4 def bluespy.event_id.query_bool (  self,   name) 

 

Get a query from this packets, and return it as a bool if possible.  

 

16.1.5.3.4.1 Parameters 

16.1.5.3.4.2 Returns 

: bool  

16.1.5.3.5 def bluespy.event_id.query_int (  self,   name) 

 

Get a query from this packets, and return it as an integer if possible.  

 

16.1.5.3.5.1 Parameters 

16.1.5.3.5.2 Returns 

: int  

16.1.5.3.6 def bluespy.event_id.query_str (  self,   name) 

 

Get a query from this packets, and return it as a string.  

 



16.1.5.3.6.1 Parameters 

16.1.5.3.6.2 Returns 

: string  



 
• bluespy._handle_error (err) 

• bluespy.connect (serial=-1) 

Connect to Moreph hardware via USB or Ethernet.  

 

• bluespy.disconnect () 

Disconnect from current Moreph.  

 

• bluespy.add_log_message (level, message, ts=0) 

Adds a log message into the running capture.  

 

• bluespy.capture (filename, CL=False, LE=False, QHS=False, _15_4=False, wifi=False, MHDT_CL=False, 

MHDT_LE=False, Dukosi=False, Varjo=False, CS=False, spectrum=0) 

Start a new capture in filename.  

 

• bluespy.stop_capture () 

Stop the current capture.  

 

• bluespy.load_file (filename) 

Load an existing capture.  

 

• bluespy.close_file () 

Load an existing capture.  

 

• bluespy.add_link_key (key, addr0=0, addr1=0) 

Add a link key for decryption.  

 

• bluespy.start_gui () 

Spawn an instance of the user interface.  

 

 
• bluespy.packets = Packets() 

• bluespy.argtypes 

• bluespy.restype 

16.1.7.1 bluespy.add_link_key ( key,  addr0 = 0,  addr1 = 0) 

 

Add a link key for decryption.  

 

16.1.7.1.1 Parameters 

16.1.7.2 bluespy.add_log_message ( level,  message,  ts = 0) 

 



Adds a log message into the running capture.  

 

16.1.7.2.1 Parameters 

16.1.7.2.2 Exceptions 

16.1.7.3 bluespy.capture ( filename,  CL = False,  LE = False,  QHS = False,  _15_4 = False,  wifi 

= False,  MHDT_CL = False,  MHDT_LE = False,  Dukosi = False,  Varjo = False,  CS 

= False,  spectrum = 0) 

 

Start a new capture in filename.  

 

16.1.7.3.1 Parameters 

16.1.7.3.2 Exceptions 

16.1.7.4 bluespy.close_file () 

 

Load an existing capture.  

 



16.1.7.4.1 Exceptions 

16.1.7.5 bluespy.connect ( serial = -1) 

 

Connect to Moreph hardware via USB or Ethernet.  

 

16.1.7.5.1 Parameters 

16.1.7.5.2 Exceptions 

You should run disconnect() later if this is successful.  

16.1.7.6 bluespy.disconnect () 

 

Disconnect from current Moreph.  

 

16.1.7.6.1 Exceptions 

16.1.7.7 bluespy.load_file ( filename) 

 

Load an existing capture.  

 

16.1.7.7.1 Exceptions 

16.1.7.8 bluespy.stop_capture () 

 

Stop the current capture.  

 

16.1.7.8.1 Exceptions 

 


